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PREVIOUSLY ON USABLE PRIVACY

Decision Making and Warnings

Human decision making

Bounded rationality

Privacy engineering: Warnings and nudges
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PRIVACY POLICIES PROBLEM

Problem Definition

What is the problem with privacy policies? Nobody reads them

What if we actually read them? What would be the cost?

If every Internet user read privacy policies for each site they
visited, it would cost $781 billion per year

Problem: How can we make privacy policies easier to understand?

McDonald and Cranor. The cost of reading privacy policies. Technology Policy Research Conference, 2008
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PRIVACY POLICIES PROBLEM

Potential Solution
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APPLICATION DOMAINS

Standardizing Privacy Notices

Research question: Do standardized policy presentations have
positive effects on accuracy and speed of information finding?
Compare five policy formats
Traditional:

Full text policy
Layered (high level summary)

Standardized:
Standardized table
Standardized short table
Standardized short text

Kelley et al. Standardizing Privacy Notices: An Online Study of the Nutrition Label Approach. Conference on Human Factors in
Computing Systems, pages 1573–1582, 2010
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APPLICATION DOMAINS

Standardized Tables
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APPLICATION DOMAINS

Standardized Text
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APPLICATION DOMAINS

Methodology

Deploy survey on Amazon Mechanical Turk
Use privacy policies from

Microsoft
IBM
Target
Disney

Anonymized company names
A series of tasks

Simple: Can be answered by looking at a single row or column
Complex: Requires some interaction between data use and sharing
Comparison: Compare two policies

Dr. Özgür Kafalı Usable Privacy: Privacy Policies and Notices Fall 2017 7 / 48



APPLICATION DOMAINS

Word Counts
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APPLICATION DOMAINS

Survey Tasks & Results
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TECHNIQUES & STUDIES

Effective Privacy Notices

Schaub et al. A Design Space for Effective Privacy Notices. Symposium On Usable Privacy and Security (SOUPS), 2015
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TECHNIQUES & STUDIES

Motivation

Purpose: Make users aware of data practices involving personal
information
Privacy notice: Public announcement of data practices regarding

Collection
Usage
Sharing

Different forms
Privacy policy posted on a website
Signs posted in public places (CCTV cameras)
LED indicating that a camera or microphone is recording
Shutter sound

Dr. Özgür Kafalı Usable Privacy: Privacy Policies and Notices Fall 2017 11 / 48



TECHNIQUES & STUDIES

Goal

Embed privacy notices and choice options into system design

With minimal disruption to regular flow

Provide transparency for users
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TECHNIQUES & STUDIES

Exercise: Roles of Privacy Notices

For companies:
Demonstrate legal compliance
Build customer trust

For regulators:
Investigate and enforce regulatory compliance
Treat violation as unfair or deceptive trade practice
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TECHNIQUES & STUDIES

Challenges

Notice complexity: 244 hours annually to read all policies for
websites visited

Lack of choices: Informative, but not actionable
“Warning: CCTV in use”

Notice fatigue: Often shown at inopportune times, conflict with
user’s main task

Decoupled notices: For example, a fitness tracking device
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TECHNIQUES & STUDIES

Audiences

Which data practices affect which audience
Let’s think about Google Glass
Primary user: Person who wears it
Secondary users: Friends, family members
Incidental users: Bystanders
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TECHNIQUES & STUDIES

Layered and Contextualized Notices

Multi-layered policies

Notices shown at different times

With respect to the context and user’s expectations
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TECHNIQUES & STUDIES

Design Space
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TECHNIQUES & STUDIES

Timing

At setup: When used for the first time (part of installation)
Just in time: When a data practice is active
Context-dependent: Nudges to prevent oversharing
Periodic: Frequency determined based on sensitivity of data
Persistent: Unobtrusive visual notice
On demand: User can request
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TECHNIQUES & STUDIES

Just in Time and Periodic: iOS

Dr. Özgür Kafalı Usable Privacy: Privacy Policies and Notices Fall 2017 19 / 48



TECHNIQUES & STUDIES

Context-dependent: Facebook Privacy Checkup
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TECHNIQUES & STUDIES

Channel

Primary: Provided on the same platform or device

Secondary: Limited primary channels, e.g., wearables, smart
home devices

Public: For incidental users, e.g., signs for video surveillance
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TECHNIQUES & STUDIES

Modality

Complement user’s activity: For example, use audio while driving

Visual: Text, images, icons

Auditory: Spoken words or sounds

Haptic: Combine sound and vibration to notify about data sharing
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TECHNIQUES & STUDIES

Control

Opt-in: User must explicitly agree to a data practice
Opt-out: User may request to stop a specific practice
Blocking: Requires user to make a choice
Non-blocking: Without forcing user interaction, e.g., use same
settings as previous post
Decoupled: Privacy dashboards to control privacy settings across
multiple services
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TECHNIQUES & STUDIES

Websites and Social Media

Provide notices on demand (Timing)

Post privacy policy on the website or app (Channel)

Largely visual, specifically text (Modality)

Controls are decoupled from the notice (Control)
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TECHNIQUES & STUDIES

Exercise: Smartphone Permissions

When asks for permissions during installation: At setup

When user sees the list of permissions: Blocking

When an app update changes requested permissions: Periodic

Dr. Özgür Kafalı Usable Privacy: Privacy Policies and Notices Fall 2017 25 / 48



TECHNIQUES & STUDIES

Evaluation of Standardized Privacy Notices

Cranor et al. A Large-Scale Evaluation of U.S. Financial Institutions’ Standardized Privacy Notices. ACM Transactions on the
Web, 10(3):17:1–17:33, 2016
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TECHNIQUES & STUDIES

Limitations of Usability of Privacy Policies

Studies show that consumers will pay a premium price to make
purchases from more privacy-protective businesses
However, numerous issues negatively impact usability of privacy
policies
Generally requires two years of college education to comprehend
Typically unavailable in a user’s language (unlike the website itself)
Require hundreds of hours a year to read them all

Dr. Özgür Kafalı Usable Privacy: Privacy Policies and Notices Fall 2017 27 / 48



TECHNIQUES & STUDIES

Goal

Difficult to compare privacy policies
Even among financial institutions with identical practices
Even for regulators, e.g., Federal Trade Commission, National
Credit Union Administration

Standardize the way financial institutions provide privacy
disclosures

Develop a “Model Privacy Form”
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TECHNIQUES & STUDIES

Model Privacy Form: Facts
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TECHNIQUES & STUDIES

Model Privacy Form: Details
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TECHNIQUES & STUDIES

Opt-out Form
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TECHNIQUES & STUDIES

Methodology

Obtain list of financial institutions
Determine institution’s web domain
Retrieve standardized policies
Parse standardized policies
Analysis
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TECHNIQUES & STUDIES

Sharing Practices
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TECHNIQUES & STUDIES

Sharing Purposes
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TECHNIQUES & STUDIES

Opt-out Mechanisms
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TECHNIQUES & STUDIES

Contradictions
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TECHNIQUES & STUDIES

Bank Privacy Interface
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TECHNIQUES & STUDIES

Exercise: Privacy Helper

Select an app category
Video sharing, Driving, Dating
Health/Fitness, Chat, Kids, Shopping
Events, Education, Entertainment
Summarize the privacy practices relevant to the app category in a
short table

What would be the columns?
Only share vs not share? Or, another scale?
What should a good app do? Balance functionality and privacy
(match with user preferences)
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TECHNIQUES & STUDIES

Disagreeable Privacy Policies

Reidenberg et al. Disagreeable Privacy Policies: Mismatches between Meaning and Users’ Understanding. Research
Conference on Communication, Information and Internet Policy, 2014
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TECHNIQUES & STUDIES

Research Objectives

Better inform users about data use purposes

Give them choice: Consent, opt-out
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TECHNIQUES & STUDIES

Survey Tool
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TECHNIQUES & STUDIES

Study Details

Participant groups
Typical users (e.g., crowd workers)
Knowledgeable users: Graduate students with a background in law,
public policy, or computer science
Privacy policy experts

Privacy policy dataset
News websites: ABC News, Washington Post, Weather
Underground
Shopping websites: Barnes and Noble, Lowe’s, Overstock
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TECHNIQUES & STUDIES

Intra-Group Agreement: Data Collection
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TECHNIQUES & STUDIES

Intra-Group Agreement: Data Sharing
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TECHNIQUES & STUDIES

Intra-Group Agreement: Data Deletion
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TECHNIQUES & STUDIES

Inter-Group Agreement: Data Sharing
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TECHNIQUES & STUDIES

Difficulty of Annotating Policies
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TECHNIQUES & STUDIES

Implications

Challenges with annotating text
Experts inadvertently focus on irrelevant material
Multiple parts of text correspond to answers to a specific question

Findings reinforce the fact that privacy policies
Too ambiguous to be meaningful
Need to clarify specific data practices, especially regarding data
sharing
Need to use better language for the public (non-experts)

Crowdsourcing might be a potential solution for semi-automated
extraction
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