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PREVIOUSLY ON PRIVACY PERCEPTIONS

Westin Categories

How Westin’s survey evolved over time

Limitations/criticism to Westin’s privacy index

Alternative studies to Westin
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PRIVACY ATTITUDES PROBLEM

Problem Definition

What changes in privacy behavior and attitudes among different
cultures?

What factors cause such changes?

Mental models of humans for privacy decision making
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PRIVACY ATTITUDES PROBLEM

Networked Privacy

A model of privacy that is networked
“Networked privacy invokes the constellation of audience
dynamics, social norms, and technical functionality that affect the
processes of information disclosure, concealment, obscurity, and
interpretation within a networked public.”
Privacy in social networks cannot only be controlled by individuals

Not completely depend on individual choices
No absolute control over own data

Marwick and Boyd. Networked privacy: How teenagers negotiate context in social media. New Media & Society,
16(7):1051–1067, 2014
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PRIVACY ATTITUDES PROBLEM

Transitional and Contextual Privacy

Transitional: Even if a user makes a picture available to only three
friends, these friends can easily disseminate it further

Contextual: Privacy violations occur once information slips to a
different context with different norms
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TECHNIQUES & STUDIES

Studies

Four studies
Privacy attitudes among countries and cultures [2 papers]

America
Europe
Asia

mTurk workers vs the public
User mental models about privacy
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TECHNIQUES & STUDIES

Us and Them

Sheth et al. Us and Them: A Study of Privacy Requirements Across North America, Asia, and Europe. International Conference
on Software Engineering (ICSE), pages 859–870, 2014

Dr. Özgür Kafalı Privacy Perceptions: Privacy Attitudes Fall 2017 6 / 52

TECHNIQUES & STUDIES

Objective and Research Questions

Objective: Understand (data) privacy expectations from modern
software systems

What are developers’ and users’ perceptions of privacy?
Does experience in software development have any impact on
privacy requirements?
Does geography have any impact on privacy requirements?
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TECHNIQUES & STUDIES

Contributions

Demonstrate general trends on how users understand privacy

Understand how users assess privacy concerns

Identify privacy expectations

Provide insights into how software engineers can analyze privacy
concerns of users
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TECHNIQUES & STUDIES

Methodology: Participants
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TECHNIQUES & STUDIES

Factors to Increase Privacy Concerns

Data Aggregation: The system discovers additional information
about the user by aggregating data over a long period of time

Data Distortion: The system might misrepresent the data or user
intent

Data Sharing: The collected data might be given to third parties
for purposes like advertising

Data Breaches: Malicious users might get access to sensitive data
about other users
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TECHNIQUES & STUDIES

Factors to Reduce Privacy Concerns

Privacy Policy, License Agreements: Describing what the system
will/won’t do with the data
Privacy Laws: Describing which national law the system is
compliant with (e.g., HIPAA in the US, European privacy laws)
Anonymizing all data: Ensuring that none of the data has any
personal identifiers
Technical Details: Describing the algorithms/source code of the
system in order to achieve higher trust (e.g., encryption of data)
Details on usage: Describe, e.g., in a table how different data are
used
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TECHNIQUES & STUDIES

Exercise: Factors to Increase and Reduce Concerns

Increase: Aggregation, Distortion, Sharing, Breaches
Reduce: Policy, Laws, Anonymization, Technical details, Usage
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TECHNIQUES & STUDIES

Factors to Increase and Reduce Concerns
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TECHNIQUES & STUDIES

Exercise: Additional Concerns

Authorities and intelligence services: Government access [13/66]

Malicious software or sharing data over APIs: Google Analytics
[9/66]

Unusable and nontransparent policies: Long, convoluted, hard to
read [7/66]

Lack of control: Options to delete data [7/66]
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TECHNIQUES & STUDIES

Exercise: Criticality of Types of Data

Content (email body), metadata (date), interaction (mouse click to
open email), location (city email is sent from), name (email
address), user preferences (email settings)
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TECHNIQUES & STUDIES

Criticality of Types of Data
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TECHNIQUES & STUDIES

Giving up Privacy

Would you accept less privacy for the following:
Monetary discounts
Added functionality of the system
Fewer ads

37% accepts less privacy for added functionality
21% accepts less privacy for monetary discounts
14% accepts less privacy for fewer ads
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TECHNIQUES & STUDIES

Developers vs Users

Data distortion: 49% of developers vs 65% of users

Data aggregation: 52% of developers vs 63% of users

Data criticality: Name, personal data, and interaction are more
critical for developers

Added functionality: 43% of developers give up privacy
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TECHNIQUES & STUDIES

Role of Geography

America thinks all types of data are less critical than Europe and
Asia
No statistically significant difference between Europe and Asia

Added functionality: 51% of Europe does not give up, only 24% for
America

Europe feels that providing usage details is more effective than
laws and policies
America feels these options are all equal
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TECHNIQUES & STUDIES

Components of Privacy Framework

Anonymization
Data usage details
Default encryption
Fine-grained control
Time and space limited storage
Policies and laws
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TECHNIQUES & STUDIES

Who is Concerned About What?

Wang et al. Who is Concerned About What? A Study of American, Chinese and Indian Users’ Privacy Concerns on Social
Network Sites. International Conference on Trust and Trustworthy Computing, pages 146–153, 2011
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TECHNIQUES & STUDIES

Survey Design

Countries: US, China, India
Social network sites:

Facebook: Highest traffic in US and India
Renren.com and Kaixin001.com: Domestic sites for China

Common features: Profiles, walls, photo sharing, games, third
party app development
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TECHNIQUES & STUDIES

Demographics
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TECHNIQUES & STUDIES

Exercise: Privacy Attitudes
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TECHNIQUES & STUDIES

Exercise: Privacy Attitudes
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TECHNIQUES & STUDIES

Attitude Dimensions
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TECHNIQUES & STUDIES

Fake Names and Impersonation
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TECHNIQUES & STUDIES

Implications

Recurring pattern: US > China > India

Previous research on Chinese social network users
Venue for meeting new people and entertainment
Generally not privacy concerned
However, particularly concerned about identity issues
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TECHNIQUES & STUDIES

Mechanical Turk Workers vs US Public

Kang et al. Privacy Attitudes of Mechanical Turk Workers and the U.S. Public. Symposium on Usable Privacy and Security
(SOUPS), pages 37–49, 2014
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TECHNIQUES & STUDIES

mTurk Workers

Chosen an anonymous, flexible worksite

Compared to the general population
Better educated
More liberal
Younger
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TECHNIQUES & STUDIES

Demographics: US Public vs mTurk
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TECHNIQUES & STUDIES

Personal Information: US Public vs US mTurk
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TECHNIQUES & STUDIES

Privacy Preferences: US Public vs US mTurk
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TECHNIQUES & STUDIES

Findings

On four of seven items US mTurk workers differs from US sample

Even when demographic variables and social media use are taken
into account

Show similar trends based on age
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TECHNIQUES & STUDIES

Personal Information: US mTurk vs India mTurk
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TECHNIQUES & STUDIES

Privacy Preferences: US mTurk vs India mTurk
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TECHNIQUES & STUDIES

Implications

mTurk workers more tech savvy than the general public

Limitation: Survey for the US public did not ask questions about
technology use
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TECHNIQUES & STUDIES

My Data Just Goes Everywhere

Kang et al. My Data Just Goes Everywhere: User Mental Models of the Internet and Implications for Privacy and Security.
Symposium On Usable Privacy and Security (SOUPS), pages 39–52, 2015
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TECHNIQUES & STUDIES

Objective

Explore the correlation between people’s technology background
and their privacy related actions
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TECHNIQUES & STUDIES

Knowledge of Internet

Declarative knowledge: Knowledge about facts and terms (e.g.,
privacy settings, tagging, bcc)
Procedural knowledge: How to take actions and complete tasks
Technical familiarity
Awareness of institutional practices
Policy understanding
User skills
Awareness of security threats and tools
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TECHNIQUES & STUDIES

Mental Models

Semi-structured interviews to understand users’ mental models

Participants draw diagrams about certain concepts

Experts (faculty members in computer networking and security)
review their drawings
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TECHNIQUES & STUDIES

Participants
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TECHNIQUES & STUDIES

Exercise: Internet as Service
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TECHNIQUES & STUDIES

How to Use Neighbor’s WiFi

Dr. Özgür Kafalı Privacy Perceptions: Privacy Attitudes Fall 2017 44 / 52

TECHNIQUES & STUDIES

Exercise: Making Online Payment to a Shoe Store
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TECHNIQUES & STUDIES

Who Can See My Data?
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TECHNIQUES & STUDIES

Access to Data: Non technical vs Technical
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TECHNIQUES & STUDIES

Quotes from Participants

Non technical: “I don’t put [my credit card info] in when there’s not
like that little lock up on top of the screen. I think it’s pretty secure.”

Technical: “The Internet is not designed to be private.”
“At the end of the day you’re relying on correct implementations of
logically sound security protocols, and historically most
implementations aren’t correct and most protocols aren’t logically
sound. So, it’s just a question of an arms race of who’s paying
more attention.”
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TECHNIQUES & STUDIES

Protective Actions
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TECHNIQUES & STUDIES

What Prevents People from Taking Privacy Actions?

I have nothing to hide

Doing so would sacrifice effectiveness or convenience

Poor usability of privacy protection tools

Lack of procedural knowledge
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INCIDENT ANALYSIS

Shoot all the Drones

News article: http://www.wdrb.com/story/29650818/hillview-man-
arrested-for-shooting-down-drone-cites-right-to-privacy
Links are also on the course website
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INCIDENT ANALYSIS

Things to Look For

Root cause: What went wrong?
If it was not intentional, what was the original aim?
Affected parties
Implications and similar problems
Mitigation (using methods we have seen): Prevention, detection,
recovery

Take 10 minutes to look at the incident on your own

Now discuss with your neighbor
Also take a look at the summary report: https:
//drive.google.com/file/d/0B3m-I0YVAv0EcnJiZUttTFhWeGs/view
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