
CSC 495.002 – Lecture 15
Misc Topics
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PREVIOUSLY ON PRIVACY PERCEPTIONS

Privacy Perceptions

Westin Categories

Cultural Studies

Facebook Studies

Mental Models
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MISC TOPICS MODULE

What You Will Learn

Privacy measurement

App permissions

Privacy requirements engineering
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TECHNIQUES & STUDIES

Indirect Content Privacy Surveys

Braunstein et al. Indirect content privacy surveys: measuring privacy without asking about it. Symposium on Usable Privacy and
Security (SOUPS), pages 15:1–15:14, 2011
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TECHNIQUES & STUDIES

Motivation and Objectives

Problem: Hard to evaluate privacy concerns due to emotional
reactions and other biases
Explicitly mentioning content sensitivity invites exaggerated
reporting of privacy concerns

Explore indirect techniques to diminish emotional responses
A measure of relative privacy concerns across content types
A tool for predicting unwillingness to share content
A gauge for two dimensions of privacy: Content importance and
sharing preferences
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TECHNIQUES & STUDIES

Study Design
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TECHNIQUES & STUDIES

Survey Questions
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TECHNIQUES & STUDIES

Purpose of Questions

Questions 1 and 2: Assess frequency of use
Questions 3 and 4: Strong signals for sharing frequency
Questions 3 and 5: Both content importance and content visibility
Question 6: Speaks directly to importance of content
Question 7: Overt measure of user importance, replicates
Question 5
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TECHNIQUES & STUDIES

Exercise: Which Content Type to Recover?

Content types: Email, news, calendar, photos, documents,
purchases, bank records, web history
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TECHNIQUES & STUDIES

Direct Privacy Survey

Suppose your computer had a virus that gave it access to ALL of
your information on this computer and the Internet. Specifically, it
would have access to: email, calendar, photos, documents,
contacts, Buzz/Twitter, online purchases, web history.
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TECHNIQUES & STUDIES

Limitations and Mitigations

Self-reporting of behaviors: Build redundancy into the survey
Unable to estimate or recall behaviors
Social-desirability bias
Priming – intentional or unintentional

Prediction of future behaviors

Minimize response bias
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TECHNIQUES & STUDIES

Content Rankings
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TECHNIQUES & STUDIES

Willingness to Share Purchase Records
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TECHNIQUES & STUDIES

Quantifying Privacy
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TECHNIQUES & STUDIES

Android Permissions

Felt et al. Android Permissions: User Attention, Comprehension, and Behavior. Symposium on Usable Privacy and Security
(SOUPS), pages 3:1–3:14, 2012
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TECHNIQUES & STUDIES

Problem

Android permissions don’t help users make correct security
decisions
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TECHNIQUES & STUDIES

Research Questions

Attention switch and maintenance: Do users notice permissions?
Comprehension and memory: Do users understand how
permissions correspond to application risks?
Attitudes and belief: Do users trust permissions to limit an app’s
abilities?
Motivation: Do users care about their phones’ privacy and
security?
Behavior: Do users ever cancel installation due to permissions?
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TECHNIQUES & STUDIES

Exercise: Summary of Results

Attention:
What portion pays attention? 17%
What portion is unaware? 42%

Comprehension:
What portion of survey participants understand permissions
correctly? 3%
What portion of lab study participants understand permissions
correctly? 24%

Behavior: Majority claimed not installing app due to permissions
at least once
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TECHNIQUES & STUDIES

Permissions at Installation Time
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TECHNIQUES & STUDIES

Methodology

Internet Survey
Recruited Android users
Published ad to be displayed in apps on Android devices in US and
Canada
Free MP3 download for every participant
350 completed the survey, of which 308 had valid responses

Lab Study
Recruited 25 Android users
Supplement the Internet survey
Offered $60 for an hour-long interview
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TECHNIQUES & STUDIES

Quiz Question from Internet Study
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TECHNIQUES & STUDIES

All Quiz Questions – Part I
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TECHNIQUES & STUDIES

All Quiz Questions – Part II
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TECHNIQUES & STUDIES

Sample Task for Lab Study

Pretend you are a little short on cash, so you want to install a
coupons app. You want to be able to find coupons and sales for
groceries, your favorite electronics, or clothes while you’re out
shopping. If you already have a coupons app, pretend you don’t
like it and want a new one.
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TECHNIQUES & STUDIES

Exercise: Settings Page for Lab Study
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TECHNIQUES & STUDIES

Results: Attention During Installation
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TECHNIQUES & STUDIES

Implications

No Control Over Permissions
One participant said: “I used to be concerned about the location
permission, but gradually lost my concern because so many of the
applications that I installed requested this permission.”

App reviews: Other users might warn about undesirable or
privacy-invasive apps
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TECHNIQUES & STUDIES

Participants’ Grades
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TECHNIQUES & STUDIES

Not Installed App Because of Permissions
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TECHNIQUES & STUDIES

Implications

Many users cannot connect permissions to risks:
Resource-focused rather than risk-focused

Unnecessary warnings: Permissions without clear risks should not
be shown

Absent permissions: Users cannot say with certainty that a
permission does not encompass a privilege
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TECHNIQUES & STUDIES

Scaling Requirements Extraction to the Crowd

Breaux and Schaub. Scaling requirements extraction to the crowd: Experiments with privacy policies. Requirements Engineering
Conference (RE), pages 163–172, 2014
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TECHNIQUES & STUDIES

Goal

Extract descriptions of data collection, sharing, and usage
requirements from privacy policies

Reduce cost of extraction while preserving quality
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TECHNIQUES & STUDIES

Challenges with Crowdsourcing

Assessment of quality of work
Estimation of fair wage
Mitigation strategies:
Signaling to workers that their responses will be scrutinized
Multi-level review: A second group of workers evaluate initial
group’s responses
Competition: Multiple workers submit responses, only one is paid
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TECHNIQUES & STUDIES

Statement-level Coding

Collect: Any act by a first party to access, collect, obtain, receive
or acquire data from another party
Consent: Any act by a party to consent to, or control the use of,
their personal information
Use: Any act by a first party to use data in any way for their own
purpose
Retain: Any act by a first part to retain data for a particular period
of time or in a particular location
Transfer: Any act by a first party to transfer, move, send or
relocate data to another party
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TECHNIQUES & STUDIES

Phrase-level Coding

Modality: Whether the action is a permission, obligation or
prohibition
Subject: The actor who performs the action on the datum
Datum: The information on which the action is performed
Purpose: The purpose for which the action is performed
Source: The source from which information is collected
Target: For transfer actions, the recipient to whom the information
is transferred
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TECHNIQUES & STUDIES

Statement-level Coding Interface
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TECHNIQUES & STUDIES

Phrase-level Coding Interface
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TECHNIQUES & STUDIES

Exercise: Coding I

Statement-level: Collect, consent, use, retain, transfer
Phrase-level: Modality, subject, datum, purpose, source, target

“We may collect or receive information from other sources
including (i) other Zynga users who choose to upload their email
contacts; and (ii) third party information providers.”

“We do not actively share personal information with third party
advertisers for their direct marketing purposes unless you give Us
your consent.”

“Zynga stores information about site visitors and players on
servers located in the United States.”
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TECHNIQUES & STUDIES

Exercise: Coding II

Statement-level: Collect, consent, use, retain, transfer
Phrase-level: Modality, subject, datum, purpose, source, target

“We receive and store the information you provide, including your
telephone number, when you sign up to have SMS notifications
sent directly to your mobile phone.”

“To properly credit user accounts and to prevent fraud, a unique
identifier, in some cases your user ID number, will be shared with
the offer wall provider.”

“This information will be used to supplement your profile –
primarily to help you and your friends connect.”
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TECHNIQUES & STUDIES

Exercise: Coding III

Statement-level: Collect, consent, use, retain, transfer
Phrase-level: Modality, subject, datum, purpose, source, target

“The information collected may be used to offer you targeted
ad-selection and delivery in order to personalize your user
experience by ensuring that advertisements for products and
services you see will appeal to you, a practice known as
behavioral advertising, and to undertake web analytics (i.e. to
analyze traffic and other end user activity to improve your
experience).”

“Zynga implements reasonable security measures to protect the
security of your information both online and offline, and we are
committed to the protection of customer information.”
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TECHNIQUES & STUDIES

Worker Performance
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TECHNIQUES & STUDIES

Task Decomposition

Once a worker understands a simple task, they can more
effectively perform it repeatedly compared to switching between
different tasks during the same period
Certain steps in the extraction process can be performed by
automated NLP with acceptable levels of precision and recall
Certain microtasks depend on the results from other microtasks,
thus suggesting natural break points and ordering of microtasks in
a task decomposition
The financial cost of a task is directly proportional to the task
complexity or cognitive demand, thus decomposition should
coincide with a smaller cost per microtask, but not necessarily a
smaller overall cost
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TECHNIQUES & STUDIES

Task Decomposition Workflow

Dr. Özgür Kafalı Misc Topics Fall 2017 42 / 45

TECHNIQUES & STUDIES

Cost Comparison
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INCIDENT ANALYSIS

“Brightest” Free App

News article:
https://www.ftc.gov/news-events/press-releases/2013/12/
android-flashlight-app-developer-settles-ftc-charges-it-deceived
Links are also on the course website
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INCIDENT ANALYSIS

Things to Look For

Root cause: What went wrong?
If it was not intentional, what was the original aim?
Affected parties
Implications and similar problems
Mitigation (using methods we have seen): Prevention, detection,
recovery

Take 10 minutes to look at the incident on your own

Now discuss with your neighbor
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