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PREVIOUSLY ON SOCIAL NETWORKS

Inference

Logic inference and how it applies to privacy
How additional information about individuals can be inferred from
known data
How such inference can disrupt privacy or help reasoning (e.g.,
build connected communities)
One medium scale study using Facebook data
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SHARING AND DISCLOSURE PROBLEM

Objectives

Understand common usage scenarios of OSNs
Identify sharing and disclosure patterns of users

What content types are shared?
Whom are they shared with?
How do sharing behaviors change over time?

Determine whether shared content matches intended audience
Understand how users mitigate privacy concerns
Awareness of “silent listeners”, e.g., third party apps running in the
background
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SHARING AND DISCLOSURE PROBLEM

Sharing Example
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APPLICATION DOMAINS

Related Problems

Design of usable privacy tools for mitigating sharing concerns

Warnings and nudges to proactively inform users of risky behavior

Implement consent and opt-out mechanisms to customize privacy
settings
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APPLICATION DOMAINS

Insider Threat

Even intended audience may cause propagation of content in
unintended ways

Challenges:
Users more concerned with strangers
Privacy controls inadequate
Potential mitigation strategies: Self-censorship, removal of sensitive
content
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TECHNIQUES & STUDIES

Studies

Look at two studies that investigate
Users’ sharing behaviors and disclosure trends
Privacy concerns
Mitigation strategies
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TECHNIQUES & STUDIES

Facebook and Privacy: It’s Complicated

Johnson et al. Facebook and Privacy: It’s Complicated. Symposium on Usable Privacy and Security (SOUPS), pages 9:1–9:15,
2012
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TECHNIQUES & STUDIES

Research Questions

How likely are OSN users to share content with unintended
audiences?

Are users aware of the privacy risks?

What strategies do user choose to mitigate privacy risks?
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TECHNIQUES & STUDIES

Exercise: Facebook Usage

X axis: Browse, Find friends, Add photos, Look up, View Photos
Colors: Always, Never, Sometimes
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TECHNIQUES & STUDIES

Facebook Usage
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TECHNIQUES & STUDIES

Top Privacy Concerns

Organizational threats: Collection and use of data by OSN
provider

Lack of control over actions of other users

Boss or acquaintance might see something embarrassing

Dr. Özgür Kafalı Web/Social Networks Privacy: Sharing and Disclosure Fall 2017 11 / 39



TECHNIQUES & STUDIES

Mitigation Strategies

Have friends only profiles, custom friend lists (subsets of friend
network)

Not for privacy purposes though
Other features, e.g., group friends who play the same game

Curating friend network: Deny friend request, unfriend
Delete posts, untag themselves
Goes beyond official privacy controls provided by the OSNs

Multiple accounts: Maintain separate profiles, separate OSNs for
different purposes
Ask friends to remove photos
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TECHNIQUES & STUDIES

Methodology

Qualitative survey
Deploy as Facebook app
Enables the use of real profile data
Three sections:

General questions about Facebook usage (basis for perception vs
actual risks)
Common scenarios with unwanted audiences (based on previous
work)
Questions specific to user’s Facebook friends and posts
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TECHNIQUES & STUDIES

Using Facebook API

9 randomly selected friends
Understand whether users know who their friends are, and how
much they trust them

What is your relationship to FRIEND-NAME?
How do you feel about FRIEND-NAME viewing your posts?

Include a fictitious friend to check if user is diligent
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TECHNIQUES & STUDIES

Results: Stranger Danger

14% have public wall
7% have public photos
54% have public friends list
45% have no information accessible to strangers
Participants with private posts had less concerns (strangers
cannot access anyway)
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TECHNIQUES & STUDIES

Exercise: Likeliness of Concerns Becoming Reality
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TECHNIQUES & STUDIES

Likeliness of Concerns Becoming Reality
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TECHNIQUES & STUDIES

Results: Insider Threat

Average number of friends: 357
Facebook average much lower
Compatible with other studies

Trust 75% of their friends
Less trusting (< 50%) users do not seem to modify privacy
settings
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TECHNIQUES & STUDIES

Friend Categories
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TECHNIQUES & STUDIES

Sharing Comfort
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TECHNIQUES & STUDIES

Implications

Stranger threat mostly mitigated

Insider threat remains

Custom lists not utilized for managing privacy concerns
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TECHNIQUES & STUDIES

Limitations

Hard to estimate why people choose not to participate

Facebook app bias

Dynamic threats: Appropriateness of the audience is highly
contextual
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TECHNIQUES & STUDIES

Silent Listeners: The Evolution of Privacy and
Disclosure on Facebook

Stutzman et al. Silent Listeners: The Evolution of Privacy and Disclosure on Facebook. Journal of Privacy and Confidentiality,
4(2):7–41, 2012
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TECHNIQUES & STUDIES

Research Questions

How do sharing behaviors of users change over time?

How do disclosures to “silent listeners” evolve?
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TECHNIQUES & STUDIES

Study Overview

Understand privacy and disclosure behavior
Longitudinal study: Over a long period of time (2005–2011)
Dataset: 5,076 members of CMU Facebook network
Early joiners of Facebook
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TECHNIQUES & STUDIES

Common Findings with Other Studies

Progressively limit content to strangers
Consistent among all profile elements
Intended audiences not necessarily map to actual audiences
Mitigation strategies: Self-censorship, withdrawal of content
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TECHNIQUES & STUDIES

CMU Yearly Snapshot Dataset
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TECHNIQUES & STUDIES

Facebook Profile Elements

FT: Free text input, DD: Drop down list, L: Like button
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TECHNIQUES & STUDIES

Sharing Trends

SSN can be effectively predicted from hometown and birthdate
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TECHNIQUES & STUDIES

Disclosure: Personal Information
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TECHNIQUES & STUDIES

Disclosure: Interests

What might have happened in 2009–2010?
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TECHNIQUES & STUDIES

Disclosure: Contact Information

Dr. Özgür Kafalı Web/Social Networks Privacy: Sharing and Disclosure Fall 2017 32 / 39

TECHNIQUES & STUDIES

Trend Reversal

Despite the continuous decrease, participants started sharing
more after 2009
Policy and design changes by Facebook
Privacy Wizard: Share content with audiences of their choice
Trend reversal apply to some profile elements
Community pages let users connect with others who share similar
interests
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TECHNIQUES & STUDIES

Community Pages
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TECHNIQUES & STUDIES

Silent Listeners

While public disclosures decreased, private sharing of content
increased
This, in turn, increases disclosures to “silent listeners”

Facebook itself
Third party apps
Advertisers

Disclosure without awareness or explicit consent
Users underestimate their audience: They can only guess 27% of
their true audience
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TECHNIQUES & STUDIES

Facebook Apps
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TECHNIQUES & STUDIES

Limitations

Not a random sample of Facebook users

Based on profile elements available in 2005
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INCIDENT ANALYSIS

Girls Around Me

News article: http://www.cultofmac.com/157641/this-creepy-app-
isnt-just-stalking-women-without-their-knowledge-its-a-wake-up-
call-about-facebook-privacy/
Links are also on the course website
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INCIDENT ANALYSIS

Things to Look For

Root cause: What went wrong?
If it was not intentional, what was the original aim?
Affected parties
Implications and similar problems
Mitigation (using methods we have seen): Prevention, detection,
recovery

Take 10 minutes to look at the incident on your own

Now discuss with your neighbor
Also take a look at the summary report: https://drive.google.com/
a/ncsu.edu/file/d/0B3m-I0YVAv0EX19nWkRvaGdEVTg/view
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