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PREVIOUSLY ON AI FOR PRIVACY

Privacy Requirements Engineering

Functional requirements and how they might have security and
privacy implications

Phases of requirements engineering

Threat modeling

Formal specification of privacy requirements and automated
identification of conflicts
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PREVIOUSLY ON AI FOR PRIVACY

Exercise: Privacy Implications

Assume you are developing a social application:
Determine how many users are in close proximity
Recommend an activity that they can do together

First, determine a couple of functional requirements
Then, identify related privacy requirements

How would you protect sensitive user information?
Access control requirements: Who should access what
information?
Do you need to log any user actions in case something goes
wrong?
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AGENTS AND REASONING PROBLEM

Problem Definition

Software agent: An intelligent entity that acts on behalf of a user

Multiagent systems (MAS): A collection of agents
Collaboration
Coordination
Competition

Design and implement a MAS to solve a privacy problem
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APPLICATION DOMAINS

Overview of Problem Domains

Resolving multi-party privacy concerns via argumentation

Negotiating privacy preferences

Formal policy specification and analysis via semantic reasoning

Dr. Özgür Kafalı AI for Privacy: Agents and Reasoning Fall 2017 4 / 28

APPLICATION DOMAINS

Privacy-aware Agents for Pervasive Healthcare

Help developers design privacy-aware systems
Handle threats raised by pervasive technology

Dynamic hospital environment:
High availability
Careful attention to patients
Confidentiality
Rapid response to emergencies
Constant coordination with colleagues
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APPLICATION DOMAINS

Agent Reasoning Cycle

Tentori et al. Privacy-Aware Autonomous Agents for Pervasive Healthcare. IEEE Intelligent Systems, 21(6):55–62, 2006
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APPLICATION DOMAINS

Salsa Agent Interface
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APPLICATION DOMAINS

Salsa Agent Specification
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APPLICATION DOMAINS

Quality of Privacy
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APPLICATION DOMAINS

Multi-party Privacy

Context
Individual preferences
Generated arguments

Fogues et al. Sharing Policies in Multiuser Privacy Scenarios: Incorporating Context, Preferences, and Arguments in Decision
Making. ACM Transactions on Computer-Human Interaction, 24(1):5:1–5:29, 2017
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APPLICATION DOMAINS

Multi-party Privacy: Friends Scenario I
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APPLICATION DOMAINS

Multi-party Privacy: Friends Scenario II
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APPLICATION DOMAINS

Multi-party Privacy: Colleagues Scenario I

Dr. Özgür Kafalı AI for Privacy: Agents and Reasoning Fall 2017 13 / 28



APPLICATION DOMAINS

Multi-party Privacy: Colleagues Scenario II
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APPLICATION DOMAINS

Argumentation Frameworks

An Argumentation Framework (AF) is a pair <Arg, Att>
Arg: Set of arguments
Att ⊆ Arg X Arg: Attacks between arguments

Represented as a graph

Gao et al. Argumentation-Based Multi-Agent Decision Making with Privacy Preserved, Autonomous Agents and MultiAgent
Systems Conference (AAMAS), pages 1153–1161, 2016
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APPLICATION DOMAINS

Argumentation Example: Decide on Activity

Alice prefers going to the ballet over watching football
Bob prefers the opposite
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APPLICATION DOMAINS

Privacy Preserving Strategies

Come up with a strategy to meet certain desired properties
Both go to the ballet
Both watch football

Feasible: Assigned action should be doable for agent
Acceptable: All constraints should be satisfied
Socially optimal: Ideal preferences are complied with
Privacy preserving: Only necessary information is disclosed
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APPLICATION DOMAINS

Argumentation Dialogue

Alice (defender) puts forward argument “Hiking” for “Ballet”
Bob (challenger) attacks “Hiking” with “Facebook”
Alice has no more moves
Thus, “Ballet” is not feasible

Bob (defender) puts forward argument “Sun” for “Football”
Alice (challenger) has no more moves
Thus, “Football” is feasible
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APPLICATION DOMAINS

Resolving Privacy Disputes

Generate facts and assumptions from an ontology

Enrich ontology by requesting new information

Decide whether a content should be shared

Kökciyan et al. PriGuard: An Argumentation Approach for Resolving Privacy Disputes in Online Social Networks. ACM
Transactions on Internet Technology, 17(3): 27:1–27:22, 2017
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TECHNIQUES & STUDIES

Negotiation Agent for Permission Management

Baarslag et al. An Automated Negotiation Agent for Permission Management. Autonomous Agents and MultiAgent Systems
Conference (AAMAS), pages 380–390, 2017
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TECHNIQUES & STUDIES

Motivation

Number of devices/apps accessing personal data increases
everyday
People cannot keep track of all such requests
Privacy policies: Never read, vague, and lack flexibility
Automated methods are required to manage privacy preferences
at scale
Make meaningful decisions on behalf of the user while minimizing
user burden
Tradeoff between monetary reward and privacy
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TECHNIQUES & STUDIES

Automated Negotiation Methods

Alternating offers protocol
Agents take turns to present offers
After an offer is made, the opponent can
Accept the current offer
Or, make a counteroffer

Other variations of alternating offers protocol
Multiple issues: Price, color, performance, etc
Multilateral: More than two parties involved
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TECHNIQUES & STUDIES

Sample Negotiation Process
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TECHNIQUES & STUDIES

Negotiation Strategy

Utility: What the agent gains if negotiation is successfully
terminated

Objective: Maximize utility at the end of the negotiation
Accept an offer if gained utility is above a threshold
Generate counteroffer based on user’s preferences and a history of
offers
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TECHNIQUES & STUDIES

Negotiation Tool
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TECHNIQUES & STUDIES

Study Setting

3,090 units of data (content) shared out of 343,709
Participants: 15% Fundamentalists, 79% Pragmatists, 6%
Unconcerned

Dr. Özgür Kafalı AI for Privacy: Agents and Reasoning Fall 2017 26 / 28

TECHNIQUES & STUDIES

Results
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TECHNIQUES & STUDIES

Limitations

Filter bubble effect and padded room effect

Filter bubble effect: Users on social media are disproportionately
exposed to views that they already agree with

Padded room effect: Mechanisms intended to decrease
discomfort or improve safety actually prevent exploration and
prevent beneficial change
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